












NASA IV&V Program Strategic Plan: 
Vision and Mission

• Vision - Be a world leader in systems and 
software engineering that enables our 
customers’ success.
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• Mission - To provide our customers 
assurance that their safety and mission critical 
systems and software will operate reliably, 
safely and securely, and to advance the 
systems and software engineering disciplines.  
In doing so, we work to standards of 
excellence, focus on customer satisfaction, 
inspire and advance the next generation, and 
adhere to and demonstrate our core set of 
values: safety, integrity, respect, teamwork, 
balance, innovation and excellence. 















SSO S&MA Services
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Office of Safety and Mission Assurance
• Support for the Software Assurance Tech 

Fellow initiatives
– Policy – updates to Software Assurance, 

Software Safety, and Formal Inspection 
Standards

– Guidance – updates to SW Assurance 
Handbook and Guidebook

– Training – development of cybersecurity 
training for software assurance 
practitioners and updates to IV&V training

– Center Service Requests – range of services 
per request, including static code analysis, 
metrics and task management tools, and 
audit response.

• Software Assurance Research Program 
Management

Project Funded Services
• Commercial Crew Program

– Software Quality Assurance, including 
equivalency of alternate standards, process 
mapping to standards, and process compliance 
auditing, evidence, and risk assessment.

– Software Safety and Hazard Analysis, involving 
engineering analysis of requirements and design 
for protections against hazards, and verification 
evidence for hazard controls to support design 
certification.

• Wallops Flight Facility
– Software Assurance, Software Safety, and V&V 

engineering analysis for range upgrade projects, 
including range and launch monitoring 
capabilities and ground- and flight-based safety 
destruct capabilities.

– Additional project support services, such as risk 
assessment, modeling of system dependencies, 
and process assessment.







NASA IV&V ITC Overview

• The NASA Independent Test Capability (ITC) resides within the Jon 
McBride Software Testing and Research (JSTAR) Lab and was 
established to develop software-only spacecraft simulation 
environments for NASA IV&V-supported missions 
• NASA Simulation Warehouse:  Actively developing and maintaining 

environments across the Agency including Human Exploration, Science 
Missions (JPL, GSFC), and Small Satellite Missions 

• Develops and maintains an open-source small satellite simulator 
(NOS3).  www.nos3.org (runner-up for 2019 NASA SW of the Year)

• Auto-provisioning of complete software simulation environments 

• Custom Software Tools to Simplify Usage, Analysis and Testing
• Memory Dumps, Fault Scenarios, etc. 

• ITC provides software integration services for multiple NASA 
projects

• ITC works closely with the Mission Protection Services (MPS) team 
to provide a simulation environment to support advanced cyber 
security testing (CyberSim) 
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IV&V Assurance Strategy: 
Follow the Risk Example
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4. Execute Planned Analysis: IV&V executed the tool against ~85,000 EGS 
CUIs, ~30,000 SLS CUIs, and ~90,000 Orion CUIs. 

5. Confirm Potential Issues:  The tool identified over 77,000 CUIs that did not 
meet the Specification.

2. Risk: Incorrectly defined CUIs could lead to unintended commanding or inappropriate use of critical Human Exploration and 
Operations (HEO) system data; Either outcome could result in hazardous conditions, catastrophic failure, and/or loss of 
mission/vehicle/life.

3. Learn and Understand:  IV&V studied the three programs’ CUI Specifications, which define the naming conventions that 
must be followed in the establishment of CUIs for command and measurement parameters, and then developed a custom 
tool to aid in the analysis of hundreds of thousands of CUIs.

IV&V Assurance Strategy evolves as system understanding grows, resulting in new 
concerns/risks, new areas of focus, and specialized analysis activities.

1. Reevaluate Risk/Priorities:  IV&V lifecycle analysis activities include validation of Compact Unique Identifiers (CUIs), which 
are unique identifiers used for commanding between and within Exploration Ground Systems (EGS), the Space Launch 
System (SLS), and the Orion crew capsule, and monitoring telemetry data within and across these systems. IV&V observed a 
trend in invalid CUIs throughout system and subsystem artifacts in all three programs.

7. Communicate Issue and Track to Resolution:  The Issue was communicated to the CUI Specification product owners to be 
resolved at the Program Level. The Program updated the CUI Specs to include unspecified CUI fields and definitions, and 
revised the CUI management processes to ensure new CUIs are compliant. These changes resolved IV&V’s concerns.

6. Evaluate Issue Significance and Document Issues:  This was a systemic                                                                           
issue affecting all three Programs & their many subsystems. Although the software may have executed properly using the 
invalid CUIs, these unspecified CUIs could have led to unintended commanding or inappropriate use of critical system data, 
with devastating consequences. 

In order to achieve mission success, it is critical that operations personnel communicate using common nomenclature 
that unambiguously and uniquely defines all hardware/software items that may be monitored or commanded. This 

IV&V analysis has greatly increased the confidence that these systems will operate as an integrated mission. 19



IV&V Independent Testing:
Increasing Confidence in SLS Critical Events Example

Driving Principles:
• Successful execution of a robust IV&V approach necessitates the use of both static and 

dynamic analysis techniques.
• IV&V focuses dynamic analyses and independent testing on complex functionality that 

can not be adequately evaluated in a static environment.
• IV&V focuses dynamic analyses and independent testing on complex functionality to add 

assurance and mitigate risk to the FSW.
• In some cases specific low level risks requiring mitigation may not be identified until 

during the execution of IV&V – in these instances IV&V approaches will be tailored and 
plans will be adjusted to allow mitigation of newly identified risks. 

Example (SLS – Space Launch System):
• IV&V identified a risk: ability of the SLS FSW to detect and report internal errors.
• Due to the complex and dynamic nature of error reporting IV&V asserted that static 

analysis alone would not adequately verify the fully implemented capability.
• IV&V utilized the IV&V developed S3 tool to conduct independent testing
• Upon verification of 482 errors out of 852 possible error conditions, IV&V concluded that 

the associated SLS FSW functionality was behaving as intended and not introducing any 
adverse or unexpected behaviors

• IV&V testing augmented the developer’s FSW testing which cannot easily trigger low-level 
types of errors in the test environment using the actual flight computer hardware
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IV&V performed independent testing of critical communication and reporting 
capabilities, increasing confidence that FSW will behave as desired in the event of errors
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Agency Directives & Requirements Relevant to
IV&V Program and Project Selection

• NPD 7120.4E, NASA Engineering and Program/Project Management Policy (Section 1, 5, C):  
– It is NASA policy to use the NASA Independent Verification and Validation (IV&V) Program as the provider of 

IV&V services.  The criteria used to determine which NASA projects are required to have IV&V are defined in 
NPR 7150.2.

• NPR 7150.2C, NASA Software Engineering Requirements (Chapter 3.6): 
– The program manager shall ensure that software IV&V is performed on the following categories of projects: 

a. Category 1 projects as defined in NPR 7120.5.
b. Category 2 projects as defined in NPR 7120.5 that have Class A or Class B payload risk 

classification per NPR 8705.4.
c. Projects specifically selected by the NASA CSMA to have software IV&V.
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IV&V TIM Severity Summary
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Severity Capability Affected Success Criteria Safety Test Cost/Schedule Other

1-Catastrophic
Loss of essential capability or 
complete loss of mission 
critical asset

Inability to achieve 
minimum mission 
success criteria

Causes loss of 
life or injury N/A N/A N/A

2-Critical

Degradation of an essential 
capability or 
Damage/destruction to 
mission asset which affects 
performance

Impact to the 
accomplishment of a 
mission objective

N/A
Essential 
capability not 
tested

Significant cost 
increases or 
schedule slip 
resulting from 
immediate or 
downstream 
development 
impacts

Significant reduction to 
requirements margins or 
design margins

3-Moderate

Degradation of system 
dependability or Loss of a 
non-essential capability

Impact to the 
accomplishment of 
extended/optional 
mission objectives

N/A

Essential 
capability 
inadequately 
tested

Moderate cost or 
schedule impact 
resulting from 
redesign, 
reimplementation
, and/or retest

Degradation of an 
essential capability or 
inability to accomplish 
mission objective, but 
with a known 
workaround

4-Minor Degradation of a non-
essential capability N/A N/A

Non-essential 
capability 
inadequately 
tested

Defect impacting 
maintainability on 
current mission or 
reuse on future 
missions

Creates inconvenience 
for operators, crew or 
other projects' personnel

5-Editorial Defect impacting documentation and communication clarity and poses no risk to the Mission Project


