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Abstract

This  documen t  provides  the  Earthda t a  Login  (EDL)  system  require m e n t s  
presen t e d  as  a  set  of  user  stories  following  the  Agile  developme n t  approach.

Key w o r d s :  Earthdata  Login,  Authen t ication  
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This  also  allows  the  develope r  to  choose  from  "Best  Practices"  techniques
on  how  to  best  implemen t  a  requirem e n t .   The  first  principle  of  the  Agile
Manifes to  is:
 
Our  highes t  priority  is  to  satisfy  the  custom er  through  early  and  continuous
delivery  of  valuable  software.   (http://agilema nifes to.org/p r inciples.h t ml )

The  EDL  requirem e n t s  and  user  stories  will  be  tracked  and  maintained
using  Atlassian ' s  Jama  Requirem e n t s  Manage m e n t  tool.   The  user  stories
presen t e d  in  this  docume n t  are  written  to  a  Systems  Requirem e n t s  level
and  will  be  kept  in  sync  with  the  user  stories  maintained  in  Jama.

1.5 User  Role s

The  following  roles  will  be  used  to  clarify  Earthda t a  Login  User  Stories  by
defining  system  bounda rie s  and  those  that  are  responsible  for  completing
the  tasks  associa t ed  with  these  requirem e n t s :

a. EDL  Administ r a to r  - Administ ra to r  for  Earthda t a  Login
b. Client  Application  Owner  - Owner  of  a  Client  Application  that  

authen t ica t e s  using  EDL
c. EDL  User  - User  who  logs  into  a  Client  Application  via  Earthda t a  

Login
d. Application  Creator  - EDL  User  who  has  authoriza t ion  to  create  a  

Client  Application  that  authen t ica t e s  using  EDL
e. User  Services  - EDL  user  who  has  authoriza t ion  to  search  for  users  

within  EDL
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2 REQUIREMENTS

2.1 URS  FOUR

This  is  the  curren tly  impleme n t e d  version  of  Earthda t a  Login  formerly  
known  as  URS  Four

Story  ID User  Story
URS- STORY-8 As a  user,  I can  access  URS  4.0  at  

urs.ea r th d a t a .n a s a .gov
URS- STORY-9 As an  app  admin,  I can  add  other  app  admins  to  my  

app
URS- STORY-12 As a  registe re d  user,  I can  see  a  list  of  apps  which  I 

have  authorized
URS- STORY-13 As a  registe re d  user,  I can  revoke  app  authoriza tions.
URS- STORY-14 As a  client  app,  I can  fetch  user  profiles  from  EDL
URS- STORY-15 As a  client  app,  I can  search  for  users  with  certain  

prope r t i es .
URS- STORY-16 As a  client  app,  I can  set  custom  proper t i es  for  a  user  

in  EDL
URS- STORY-17 As a  client  app,  I can  use  the  authoriza tion  code  given  

by  EDL  to  obtain  an  app  token  to  use  the  EDL  API
URS- STORY-18 As a  registe re d  user,  I can  update  my  EDL  password.
URS- STORY-19 As a  registe re d  user  I can  login  to  the  main  EDL  page  

directly  and  view  my  EDL  profile.
URS- STORY-20 As an  EDL  admin  user,  I can  edit  any  EDL  user ' s  

profile.
URS- STORY-21 As an  app  admin,  I can  set  my  app's  password.
URS- STORY-23 As an  app  admin,  I can  see  my  app's  client  ID.
URS- STORY-26 As a  registe re d  user,  I can  edit  my  basic  EDL  profile.
URS- STORY-27 As a  user,  when  I submit  my  regist r a t ion  with  

incomple t e  informa tion,  I get  informative  feedback  so  
that  I can  correct  the  errors  and  submit  again.

URS- STORY-28 As a  registe re d  user,  I can  see  a  list  of  my  authorized  
apps  and  a  link  to  authorize  a  new  app

URS- STORY-29 As an  EDL  admin  user,  I can  access  profile  informa tion
for  all  EDL  users.

URS- STORY-31 As a  client  app,  I can  send  a  user  to  EDL  to  sign  in  or  
crea te  an  accoun t ,  authorize  the  app,  and  be  
redirec te d  back  to  my  app  with  an  'API  authoriza t ion  
code '

URS- STORY-32 As a  user,  when  I am  not  signed  in  and  visit  EDL  in  my  
web  browser ,  I see  a  link  to  registe r  for  a  new  accoun t .
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Story  ID User  Story
URS- STORY-34 As a  user,  when  I click  the  link  to  registe r  an  accoun t ,  

I see  a  form  that  allows  me  to  provide  the  informa tion  
needed  to  registe r .

URS- STORY-36 As an  EDL  admin,  I can  see  a  list  of  all  registe r e d  
apps.

URS- STORY-42 As an  EDL  user,  I can  provide  free  text  information  for  
Affiliation  in  user  profile  informa tion.  

URS- STORY-75 As a  EDL  admin,  I can  see  a  graph  of  authen tica t ions  
over  time.

URS- STORY-76 As a  EDL  admin,  I can  see  some  graphs  of  
authoriza tions  over  time

URS- STORY-77 As an  app  admin,  I can  see  metrics  for  my  applica tion.
URS- STORY-79 As an  app  admin,  I can  delete  one  of  my  applica tions .
URS- STORY-80 As an  app  admin,  I can  configure  my  app  to  have  more  

than  one  redirec t ion  URL,  so  that  I can  have  multiple  
environme n t s  (production  and  test)  for  my  app

URS- STORY-81 As a  client  app,  I can  invoke  an  API  call  for  javascrip t  
to  dete rmine  whethe r  a  user  has  authorized  the  
applica tion

URS- STORY-84 As a  metrics  user,  in  the  subject  of  the  EDL  metrics  
email,   I can  see  the  EDL  environme n t  that  the  metrics
are  for.

URS- STORY-85 As a  registe re d  user  I can  search  for  applica tions  to  
approve  based  on  applica tion  name.

URS- STORY-87 As an  app  admin,  I can  receive  an  email  when  my  app  
is  deleted.

URS- STORY-89 As an  applica tion  creato r ,  any  app  I crea t e  is  
automat ically  approved.

URS- STORY-90 As EDL,  I can  only  add  regis te r ed  users  with  
Application  Creator  role  as  app  admins.

URS- STORY-91 As an  EDL  user  with  Application  Creato r  role,  I can  
create  and  manage  client  applica tions .

URS- STORY-92 As EDL,  I can  scan  uploaded  images  for  viruses  before  
processing  them  further .

URS- STORY-95 As an  app  admin,  I can  to  view/edit  my  applica tion  
specific  metada t a .

URS- STORY-96 As a  EDL  user  who  can  see  user  information  (app  
admin  or  EDL  admin),  I can  see  user ' s  email  address  
as  par t  of  a  user ' s  information

URS- STORY-97 As an  EDL  user  who  can  see  user  information  (app  
admin  or  EDL  admin),  I can  sort  the  user  list  based  on  
any  listed  user  att ribute  on  the  'Users '  tab
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Story  ID User  Story
URS- STORY-99 As an  EDL  user  who  can  see  user  information  (app  

admin  or  EDL  admin)  I can  page  through  user  list  on  
applica tion  admin  page.

URS- STORY-101 As EDL,  I provide  NetInsigh t  metrics
URS- STORY-102 As an  app  admin,  I can  search  for  users  that  have  

approved  my  applica tion
URS- STORY-103 As an  app  admin,  I can  export  a  list  of  users  that  have  

authorized  my  applica tion  along  with  customizable  list  
of  their  attribu tes

URS- STORY-104 As a  client  app,  I can  invoke  an  API  call  to  verify  
whethe r  a  user  ID exists  in  EDL

URS- STORY-105 As an  app  admin,  I can  see  a  list  of  'primary  users '  of  
my  application.

URS- STORY-107 As EDL,  I provide  Google  Analytics  metrics
URS- STORY-108 As a  registe re d  EDL  user,  I can  pre- approve  a  client  

applica tion.
URS- STORY-110 As a  client  app,  I can  invoke  EDL  javascrip t  on  my  site  

using  CORS  heade r s  
URS- STORY-114 AS EDL,  I provide  metrics  on  which  applica tions  are  

using  URS4  for  authen t ica t ion,  so  I can  gathe r  
information  on  what  applications  are  driving  the  most  
traffic  to  URS4.

URS- STORY-116 As EDL,  I provide  docume n t a t ion  for  app  admins.
URS- STORY-117 As a  client  app,  I can  confirgure  EDL  to  allow  access  to

rest ricted  API  from  my  site.
URS- STORY-121 As a  client  app,  I can  update  my  rest ric ted  API  

confirgura t ion  in  EDL  to  allow/disallow  access  to  
rest ricted  API  from  my  site.

URS- STORY-192 As a  registe re d  user,  I can  opt- out  of  email  
notifications  for  a  client  applica tion.

URS- STORY-123 As a  registe re d  EDL  user  with  User  Services  role,  I can
search  for  any  EDL  users.

URS- STORY-124 As a  client  app,  I can  get  userna m e /pa s s wo r d  from  my  
user  and  authen tica t e  via  EDL  using  its  Resource  
Owner  Password  Creden tials  (ROPC)  implemen t a t ion  
of  OAuth2

URS- STORY-125 As an  app  admin,  I can  rese t  the  password  for  my  
applica tion.

URS- STORY-126 As EDL,  I provide  metrics  from  DAP  Google  Analytics
URS- STORY-128 As EDL,  my  users  can  be  migra t ed  to  another  

environme n t .  
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Story  ID User  Story
URS- STORY-132 As EDL,  I provide  an  EDL  path  that  simulates  the  work

flow  for  oAuth2/au tho rize  with  a  default  test  
applica tion,  so  that  client  applica tion  administ r a to r s  
can  unders t a n d / t e s t  the  process.

URS- STORY-135 As a  client  app,  I can  require  my  users  to  provide  value
for  configurable  list  of  user  profile  att ribute s .

URS- STORY-136 As EDL,  I can  automat ically  unlock  previously  locked  
users  (due  to  too  many  erroneous  login  attemp t s )  after
a  configura t ion  period  of  time.

URS- STORY-137 As a  client  app,  I can  see  how  long  my  user  has  been  a  
registe r e d  EDL  user.

URS- STORY-139 As a  registe re d  user,  I see  a  list  of  client  applica tions  
under   "Approved  Applications"  and  "Applica tion  
Administ ra t ion"  in  alphabe t ica l  order .

URS- STORY-143 As a  registe re d  user,  I can  search  for  EDL  client  
applica tions  that  I have  not  yet  approved.

URS- STORY-146 As a  registe re d  user,  I can  add/edit  applica tion  
required  fields  while  approving  an  applica tion.

URS- STORY-150 As a  client  app,  I can  redirec t  to  EDL  for  additional  
EULA/Sentinel  authoriza t ions .

URS- STORY-152 As a  registe re d  user,  I can  login  using  my  userna m e  as
well  as  email  address .  

URS- STORY-174 As a  client  app,  I can  see  the  number  of  client  
applica tions  a  user  has  authorized  as  par t  of  their  user
profile  returne d  via  API.

URS- STORY-176 As an  app  admin,  I can  crea te  and  edit  a  new  user  
group  via  the  EDL  GUI.

URS- STORY-177 As a  app  admin,  I can  add  or  delete  a  user  from  a  user  
group  via  the  EDL  GUI.

URS- STORY-178 As an  app  admin,  I can  view  (via  EDL  GUI)  and  
retrieve  (via  API),  a  list  of  all  user  groups  for  my  client  
applica tion.

URS- STORY-179 As an  app  admin,  I can  see  a  list  of  groups  my  user  
belongs  to.

URS- STORY-180 As a  client  app,  I can  add  a  user  to  a  group  for  my  
applica tion  via  the  EDL  API.

URS- STORY-181 As a  client  app,  I can  ret rieve  a  list  of  groups  to  which  
my  user  belongs  via  the  EDL  API.

URS- STORY-182 As a  client  app,  I can  ret rieve  a  list  of  users  in  any  of  
my  groups  via  the  EDL  API.

URS- STORY-183 As MMT,  I can  access  user  profile  informa tion  for  all  
EDL  users.
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Story  ID User  Story
URS- STORY-184 As an  app  admin,  I can  see  the  date/ time  a  user  has  

logged  into  my  app  on  the  Users  page  for  my  
applica tion.

URS- STORY-185 As an  App  owner,  I can  reques t  last  logged- in  
date/ time  to  be  an  export able  att ribu te .

URS- STORY-186 As an  App  admin,  on  the  Users  page  for  my  
applica tion,  I can  view  all  users  logged- in  in  the  last  
month,  etc.

URS- STORY-188 As URS  Admin,  I should  be  able  to  reques t  a  password  
rese t  link,  as  many  times  as  needed  to  resolve  a  user ' s  
issue

URS- STORY-189 As an  App  Creato r ,  I can  specify  what  user  attribu tes  
are  required  before   a  user  can  approve  my  
applica tion.

URS- STORY-190 As an  unregis te r e d  user,  I can  optionally  agree  to  
Meris  and  Sentinel  Eulas  during  regist r a t ion.

2.2 Apach e  Modul e

The  Apache  Module  is  a  drop- in  module  for  Apache  httpd  server  that  
provides  basic  client  functionality  to  authen tica t e  with  Earthda t a  Login.   It  
can  be  used  to  provide  Earthda t a  Login  authen t ica t ion  control  for  one  or  
more  independ e n t  resource s  being  served  by  an  Apache  httpd  server .   
Driven  entirely  by  configura t ion,  it  can  be  used  to  protec t  files,  direc tor ies ,  
or  entire  applica tions ,  without  requiring  any  change  to  the  underlying  
resource .  
 
This  section  contains  the  stories  for  the  Apache  Module  componen t .

Story  ID User  Story
URS- STORY-115 The  Apache  Module  shall  suppor t  server  aliases
URS- STORY-162 The  Apache  Module  shall  provide  a  mechanism  to  

require  user  login  via  Earthda t a  Login  when  a  client  
performs  a  GET  reques t  for  web  pages  served  by  the  
Apache  http  web  server

URS- STORY-163 A user,  once  logged  in,  shall  not  be  required  to  login  in
again  until  a  configura ble  time  period  has  elapsed.

URS- STORY-164 The  Apache  module  shall  termina te  a  user  session  if 
the  session  has  no  activity  during  a  configura ble  time  
interval

URS- STORY-165 The  Apache  Module  shall  provide  a  mechanism  for  the  
user  to  end  a  session  that  can  be  invoked  via  a  URL
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Story  ID User  Story
URS- STORY-166 The  Apache  Module  shall  provide  a  means  to  share  

user  sessions  between  differen t  instances  of  the  httpd  
server .  

URS- STORY-167 The  Apache  Module  can  suppor t  login  via  httpd  
configura t ion,  so  static  web  pages  can  also  require  
login  without  changes  to  the  page

URS- STORY-168 The  Apache  Module  shall  be  configura ble  using  apache
configura t ion  directives

URS- STORY-169 The  Apache  Module  shall  make  EDL  user  profile  
information  available  to  web  pages  via  http  sub-
process  environm e n t  

URS- STORY-170 The  Apache  Module  shall  be  capable  of  acting  in  a  
revers e- proxy  setup  so  that  it  can  provide  user  login  
services  to  applications  hosted  on  other  servers

URS- STORY-171 The  Apache  Module  shall  suppor t  mod_autoindex  
providing  direc to ry  listings

URS- STORY-172 The  Apache  Module  shall  be  configura ble  to  point  to  
any  instance  of  Earthda t a  Login.

URS- STORY-187 As Apache  Module,  I return  any  error_msg  on  redirec t  
for  oauth/au tho rize  reques t s  as  a  param e t e r .

2.3 Gloss ary

Glossary  of  terms  with  specific  defined  meanings  in  the  context  of  the  
Earthda t a  Status  application.

Term Defini t io n

app  admin Administ ra to r  of  a  Client  Application  within  EDL

client  app Client  Application  within  EDL

URS
Earthda t a  Login  was  formerly  called  URS.   Any  place  URS  is  
used  can  be  replaced  by  EDL

authoriza t ion
code

Code  retu rne d  by  EDL  to  a  OAuth2  client  applica tion  on  
authoriza tion  reques t

Client  ID Unique  identifier  for  a  Client  Application  within  EDL

app  token
Client  creden t ial  token  ret rieved  by  a  Client  Application  from  
EDL  to  use  for  subsequ e n t  EDL  API  calls  

token
OAuth2  token  retrieved  from  EDL  by  a  Client  Applications  for  
a  specific  user

User  Profile
User  att ribu te s  like  name,  email  address ,  etc.,  and  optionally  
Client  Application  specific  custom  attribu tes

Registe r e d  EDL  user
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Term Defini t io n

user

EULA
End  User  License  Agreem en t  between  the  Client  Application  
and  EDL  user

EDL  User End  user  of  Earthda t a  Login
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Appendix  A Abbreviat i o n s  and  Acrony m s

API Application  Progra m ming  Interface
CCB Configura t ion  Change  Board
CCR Configura t ion  Change  Reques t
CMO Configura t ion  Manage m e n t  Officer
CORS Cross- Origin  Resource  Sharing
DAP Delivered  Algorithm  Package
DCN Documen t  Change  Notice
EDL Earthda t a  Login
EED2 EOSDIS  Evolution  and  Developmen t  2
EISOC Code  423  EOS  Informa tion  Securi ty  and  Compliance  Office
EOSDIS Earth  Observing  System  Data  and  Information  System
ESDIS Earth  Science  Data  and  Informat ion  System
EULA End  User  License  Agreem en t
GSFC Goddard  Space  Flight  Cente r
GUI Graphical  User  Interface
HTTPS Hyper t ex t  Transfer  Protocol
ID Identifier
MMT Metada t a  Manage m e n t  Tool
NASA National  Aeronau t ics  and  Space  Administ ra t ion
ROPC Resource  Owner  Password  Creden tials
URL Uniform  Resource  Locator
URS User  Regist ra t ion  System
URS4 URS  Four
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