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(hwswirap) DATE: 08/31/20 TIME 00:57
NASA Coddard and EDF Facilities HARDWARE- SOFTWARE NMAP PACE: 1
Baseline Item | D b00080024 Sentinel Operational Subsystens Baseline, 4.3 Date of bill: 08/31/20

Doc #: 920-TDT-002 Rev 05

** xxgpap0l ** NSGHW Sentinel Application Server 1

Sof t war e Product Nane Ver si on Installation Directory CCR Rel ease Not es Approval
JDK 1.8.0_201-b09(64-bit) /usr/javaljdkl.8.0_201 19-00xx 914- TDA-none 07/xx/ 19
Net Wor ker _C i ent 18.2.0.0 /usr/bin 19- 00xx 914- TDA-none 07/ xx/19
Node. j s 6.12.3 /usr/bin 19-00xx 914- TDA-none 07/ xx/ 19
OSSEC cl i ent 2.8.3 /usr/ecs/ OPS/ COTS/ ossec?2. 8.3 19-00xx 914- TDA-none 07/xx/ 19
php 5.4 As_required_by_the_OS 19-00xx 914- TDA-none 07/ xx/ 19
Post greSQL_cl i ent 9.6.2 /usr/ ecs/ OPS/ COTS/ post gr es 19-00xx 914- TDA-none 07/ xx/ 19
Pyt hon 2.7.5 As_required_by the OS 19- 00xx 914- TDA-none 07/ xx/19
Red_Hat _Ent er pri se_Li nux 7.7(3.10.0-1127.18.2) As_required_by the_OS 20-2092 914-TDA-none 08/28/20

** xxgpap02 ** NSGHW Sentinel Application Server 2

Sof tware Product Nane Ver si on Installation Directory CCR Rel ease Not es Approval
JDK 1.8.0_201-b09(64-bit) /usr/javaljdkl.8.0_201 19-00xx 914- TDA-none 07/ xx/19
Net Wor ker _C i ent 18.2.0.0 /usr/bin 19-00xx 914- TDA-none 07/ xx/ 19
Node. j s 6.12.3 /usr/bin 19-00xx 914- TDA-none 07/xx/ 19
OSSEC cl i ent 2.8.3 [ usr/ ecs/ OPS/ COTS/ ossec2. 8. 3 19- 00xx 914- TDA-none 07/ xx/ 19
php 5.4 As_required_by the_OS 19-00xx 914- TDA-none 07/ xx/ 19
Post greSQ__cl i ent 9.6.2 [ usr/ ecs/ OPS/ COTS/ post gres 19- 00xx 914- TDA-none 07/ xx/19
Pyt hon 2.7.5 As_required_by_the_ OS 19- 00xx 914- TDA-none 07/ xx/19
Red_Hat _Ent er pri se_Li nux 7.7(3.10.0-1127.18.2) As_required_by the CS 20-2092 914- TDA-none 08/ 28/ 20

** xxgpap03 **  NSGHW Sentinel Application Server 3

Sof twar e Product Nane Ver si on Installation Directory CCR Rel ease Not es Approval
JDK 1.8.0_201-b09(64-bit) /usr/javaljdkl.8.0_201 19- 00xx 914- TDA-none 07/ xx/ 19
Net Wor ker _C i ent 18.2.0.0 /usr/bin 19-00xx 914- TDA-none 07/ xx/ 19
Node.j s 6.12.3 /usr/bin 19-00xx 914- TDA-none 07/ xx/ 19
OSSEC cl i ent 2.8.3 /usr/ecs/ OPS/ COTS/ ossec?2. 8.3 19-00xx 914- TDA-none 07/ xx/ 19
php 5.4 As_required_by the OS 19- 00xx 914- TDA-none 07/ xx/19
Post greSQL_cl i ent 9.6.2 /usr/ ecs/ OPS/ COTS/ post gr es 19-00xx 914- TDA-none 07/ xx/ 19
Pyt hon 2.7.5 As required_by the OS 19-00xx 914- TDA-none 07/ xx/ 19
Red_Hat _Enterprise_Li nux 7.7(3.10.0-1127.18.2) As_required_by the OS 20-2092 914-TDA-none 08/28/20

** xxgpap04 ** NSGHW Sentinel Application Server 4
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Sof twar e Product Nane Ver si on Installation Directory CCR Rel ease Not es Approval
JDK 1.8.0_201-b09(64-bit) /usr/javaljdkl.8.0_201 19- 00xx 914- TDA-none 07/ xx/ 19
Net Wor ker _d i ent 18.2.0.0 /usr/bin 19- 00xx 914- TDA-none 07/ xx/19
Node.j s 6.12.3 /usr/bin 19-00xx 914- TDA-none 07/ xx/ 19
OSSEC cl i ent 2.8.3 /usr/ecs/ OPS/ COTS/ ossec?2. 8.3 19-00xx 914- TDA-none 07/ xx/ 19
php 5.4 As_required_by_the_ OS 19-00xx 914- TDA-none 07/ xx/ 19
Post greSQL_cl i ent 9.6.2 / usr/ ecs/ OPS/ COTS/ post gr es 19-00xx 914- TDA-none 07/ xx/ 19
Pyt hon 2.7.5 As_required_by the OS 19- 00xx 914- TDA-none 07/ xx/19
Red_Hat _Enter pri se_Li nux 7.7(3.10.0-1127.18.2) As_required_by the_OS 20-2092 914-TDA-none 08/28/20

** xxgpap05 ** NSGHW Sentinel Application Server 5

Sof tware Product Nane Ver si on Installation Directory CCR Rel ease Not es Approval
JDK 1.8.0_201-b09(64-bit) /usr/javaljdkl.8.0_201 19-00xx 914- TDA-none 07/ xx/19
Net Wor ker _d i ent 18.2.0.0 lusr/bin 19- 00xx 914- TDA-none 07/ xx/ 19
Node. j s 6.12.3 /usr/bin 19-00xx 914- TDA-none 07/ xx/ 19
OSSEC cl i ent 2.8.3 [ usr/ ecs/ OPS/ COTS/ ossec2. 8. 3 19-00xx 914- TDA-none 07/ xx/ 19
php 5.4 As_required_by the_OS 19-00xx 914- TDA-none 07/ xx/ 19
Post greSQ__cl i ent 9.6.2 [ usr/ ecs/ OPS/ COTS/ post gres 19- 00xx 914- TDA-none 07/ xx/19
Pyt hon 2.7.5 As_required_by_the_ OS 19- 00xx 914- TDA-none 07/ xx/ 19
Red_Hat _Ent er pri se_Li nux 7.7(3.10.0-1127.18.2) As_required_by the CS 20-2092 914- TDA-none 08/ 28/ 20

** xxgpap06 ** NSGHW Sentinel Application Server 6

Sof tware Product Nane Ver si on Installation Directory CCR Rel ease Not es Approval
JDK 1.8.0_201-b09(64-bit) /usr/javaljdkl.8.0_201 19-00xx 914- TDA-none 07/ xx/ 19
Net Wor ker _C i ent 18.2.0.0 /usr/bin 19-00xx 914- TDA-none 07/xx/ 19
Node. j s 6.12.3 /usr/bin 19- 00xx 914- TDA-none 07/ xx/19
OSSEC cl i ent 2.8.3 /usr/ecs/ OPS/ COTS/ ossec?2. 8.3 19-00xx 914- TDA-none 07/ xx/ 19
php 5.4 As required_by the OS 19-00xx 914- TDA-none 07/ xx/ 19
Post greSQL_cl i ent 9.6.2 /usr/ ecs/ OPS/ COTS/ post gr es 19-00xx 914- TDA-none 07/ xx/ 19
Pyt hon 2.7.5 As_required_by the_OS 19-00xx 914- TDA-none 07/ xx/ 19
Red_Hat _Enterprise_Li nux 7.7(3.10.0-1127.18.2) As_required_by the OS 20-2092 914-TDA-none 08/28/20

** xxgpap07 ** NSGHW Sentinel Application Server 7

Sof t war e Product Nane Ver si on Installation Directory CCR Rel ease Not es Approval
JDK 1.8.0_201-b09(64-bit) /usr/javaljdkl.8.0_201 19-00xx 914- TDA-none 07/ xx/ 19
Net Wor ker _C i ent 18.2.0.0 [usr/bin 19- 00xx 914- TDA-none 07/ xx/19
Node. j s 6.12.3 /usr/bin 19-00xx 914- TDA-none 07/ xx/ 19
OSSEC cl i ent 2.8.3 /usr/ecs/ OPS/ COTS/ ossec?2. 8.3 19-00xx 914- TDA-none 07/xx/ 19
php 5.4 As_required_by_the_ OS 19-00xx 914- TDA-none 07/ xx/ 19
Post greSQL_cl i ent 9.6.2 /usr/ ecs/ OPS/ COTS/ post gr es 19-00xx 914- TDA-none 07/xx/ 19
Pyt hon 2.7.5 As_required_by the OS 19- 00xx 914- TDA-none 07/ xx/19
Red_Hat _Ent er pri se_Li nux 7.7(3.10.0-1127.18.2) As_required_by the_OS 20-2092 914-TDA-none 08/28/20
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** xxgpdb01 **  NSGHW Senti nel Database Server 1

Sof tware Product Nane Ver si on Installation Directory CCR Rel ease Not es Approval
JDK 1.8.0_201-b09(64-bit) /usr/javaljdkl.8.0_201 19-00xx 914- TDA-none 07/ xx/ 19
Net Wor ker _C i ent 18.2.0.0 /usr/bin 19-00xx 914- TDA-none 07/ xx/ 19
OSSEC client 2.8.3 [ usr/ ecs/ OPS/ COTS/ ossec2. 8. 3 19- 00xx 914- TDA-none 07/ xx/ 19
php 5.4 As_required_by the_OS 19-00xx 914- TDA-none 07/ xx/ 19
Post greSQ__cl i ent 9.6.2 [ usr/ ecs/ OPS/ COTS/ post gres 19- 00xx 914- TDA-none 07/ xx/19
Post gr eSQL_ser ver 9.6.2 /usr/ecs/ OPS/ COTS/ Post greSQ./ 9. 6 19- 00xx 914- TDA-none 07/ xx/19
Pyt hon 2.7.5 As required_by the OS 19-00xx 914- TDA-none 07/ xx/ 19
Red_Hat _Enterprise_Li nux 7.7(3.10.0-1127.18.2) As_required_by the OS 20-2092 914-TDA-none 08/28/20

** xxgpdb02 **  NSGHW Senti nel Database Server 2

Sof t war e Product Nane Ver si on Installation Directory CCR Rel ease Not es Approval
JDK 1.8.0_201-b09(64-bit) /usr/javaljdkl.8.0_201 19-00xx 914- TDA-none 07/ xx/ 19
Net Wor ker _C i ent 18.2.0.0 [usr/bin 19- 00xx 914- TDA-none 07/ xx/19
OSSEC cl i ent 2.8.3 /usr/ecs/ OPS/ COTS/ ossec?2. 8.3 19-00xx 914- TDA-none 07/ xx/ 19
php 5.4 As_required_by the OS 19- 00xx 914- TDA-none 07/ xx/19
Post greSQL_cl i ent 9.6.2 /usr/ ecs/ OPS/ COTS/ post gr es 19-00xx 914- TDA-none 07/ xx/ 19
Post gr eSQL_ser ver 9.6.2 /usr/ ecs/ OPS/ COTS/ Post greSQ./ 9. 6 19-00xx 914- TDA-none 07/xx/ 19
Pyt hon 2.7.5 As_required_by the OS 19- 00xx 914- TDA-none 07/ xx/19
Red_Hat _Ent er pri se_Li nux 7.7(3.10.0-1127.18.2) As_required_by the_OS 20-2092 914- TDA-none 08/28/20
** xxgpns01 **  NSGHW Senti nel Managenent Server
Sof tware Product Nane Ver si on Installation Directory CCR Rel ease Not es Approval
JDK 1.8.0_201-b09(64-bit) /usr/javaljdkl.8.0_201 19-00xx 914- TDA-none 07/ xx/19
Nagi os_NRPE 4.3.4 /usr /1 ocal / nagi os 19-00xx 914- TDA-none 07/ xx/ 19
Net Wor ker _C i ent 18.2.0.0 /usr/bin 19-00xx 914- TDA-none 07/ xx/ 19
OSSEC client 2.8.3 [ usr/ ecs/ OPS/ COTS/ ossec2. 8. 3 19- 00xx 914- TDA-none 07/ xx/ 19
php 5.4 As_required_by the_OS 19-00xx 914- TDA-none 07/ xx/ 19
Post greSQ__cl i ent 9.6.2 [ usr/ ecs/ OPS/ COTS/ post gres 19- 00xx 914- TDA-none 07/ xx/19
Pyt hon 2.7.5 As _required_by the_OS 19-00xx 914- TDA-none 07/ xx/ 19
Red_Hat _Ent er pri se_Li nux 7.7(3.10.0-1127.18.2) As_required_by the CS 20-2092 914- TDA-none 08/ 28/ 20

** xxgtap0l ** NSGHW Sentinel Application Server 1

Sof twar e Product Nane Ver si on Installation Directory CCR Rel ease Not es Approval
git 1.8.3.1 As_required_by the_OS 19-00xx 914- TDA-none 07/ xx/ 19
JDK 1.8.0_201-b09(64-bit) /usr/javaljdkl.8.0_201 19-00xx 914- TDA-none 07/xx/ 19
Net Wor ker _d i ent 18.2.0.0 /usr/bin 19- 00xx 914- TDA-none 07/ xx/ 19
Node. j s 6.12.3 /usr/bin 19-00xx 914- TDA-none 07/xx/ 19
OSSEC cl i ent 2.8.3 [ usr/ecs/ OPS/ COTS/ ossec2. 8. 3 19-00xx 914- TDA-none 07/ xx/ 19
Post greSQL_cl i ent 9.6.2 /usr/ ecs/ OPS/ COTS/ post gr es 19-00xx 914- TDA-none 07/ xx/ 19
Post gr eSQL_ser ver 9.6.2 /usr/ ecs/ OPS/ COTS/ Post greSQ./ 9. 6 19-00xx 914- TDA-none 07/ xx/ 19
Pyt hon 2.7.5 As_required_by_the_OS 19- 00xx 914- TDA-none 07/ xx/ 19

file://IC:/Users/HITJ8492/Desktop/HW-SW%20M aps/920-TD T-002-Rev05a.html 9/3/2020



Page4 of 5

Red_Hat _Ent er pri se_Li nux 7.7(3.10.0-1127.18.2) As_required_by the CS 20-2092 914- TDA-none 08/ 28/ 20

** xxgtap02 **  NSGHW Sentinel Application Server 2

Sof twar e Product Nane Ver si on Installation Directory CCR Rel ease Not es Approval
git 1.8.3.1 As_required_by the_OS 19-00xx 914- TDA-none 07/ xx/ 19
JDK 1.8.0_201-b09(64-bit) /usr/javaljdkl.8.0_201 19-00xx 914- TDA-none 07/ xx/ 19
Net Wor ker _d i ent 18.2.0.0 lusr/bin 19- 00xx 914- TDA-none 07/ xx/ 19
Node. j s 6.12.3 /usr/bin 19-00xx 914- TDA-none 07/ xx/ 19
OSSEC cl i ent 2.8.3 [ usr/ ecs/ OPS/ COTS/ ossec2. 8. 3 19-00xx 914- TDA-none 07/ xx/ 19
Post greSQL_cl i ent 9.6.2 /usr/ ecs/ OPS/ COTS/ post gr es 19-00xx 914- TDA-none 07/ xx/ 19
Post gr eSQL_ser ver 9.6.2 /usr/ ecs/ OPS/ COTS/ Post greSQ./ 9. 6 19-00xx 914- TDA-none 07/ xx/ 19
Pyt hon 2.7.5 As_required_by_the_ OS 19-00xx 914- TDA-none 07/ xx/ 19
Red_Hat _Ent er pri se_Li nux 7.7(3.10.0-1127.18.2) As_required_by the_OS 20-2092 914- TDA-none 08/28/20

** xxguap0l ** NSGHW Sentinel Application Server 1

Sof tware Product Nane Ver si on Installation Directory CCR Rel ease Not es Approval
JDK 1.8.0_201-b09(64-bit) /usr/javaljdkl.8.0_201 19-00xx 914- TDA-none 07/ xx/ 19
Net Wor ker _C i ent 18.2.0.0 /usr/bin 19-00xx 914- TDA-none 07/xx/ 19
Node. j s 6.12.3 [usr/bin 19- 00xx 914- TDA-none 07/ xx/19
OSSEC cl i ent 2.8.3 /usr/ecs/ OPS/ COTS/ ossec?2. 8.3 19-00xx 914- TDA-none 07/ xx/ 19
Post greSQL_cl i ent 9.6.2 / usr/ ecs/ OPS/ COTS/ post gr es 19-00xx 914- TDA-none 07/ xx/ 19
Pyt hon 2.7.5 As_required_by_the_ OS 19-00xx 914- TDA-none 07/ xx/ 19
Red_Hat _Enterpri se_Li nux 7.7(3.10.0-1127.18.2) As_required_by the_OS 20-2092 914- TDA-none 08/28/20

** xxguap02 ** NSGHW Sentinel Application Server 2

Sof tware Product Nane Ver si on Installation Directory CCR Rel ease Not es Approval
JDK 1.8.0_201-b09(64-bit) /usr/javaljdkl.8.0_201 19-00xx 914- TDA-none 07/ xx/ 19
Net Wor ker _C i ent 18.2.0.0 /usr/bin 19-00xx 914- TDA-none 07/xx/ 19
Node. j s 6.12.3 /usr/bin 19- 00xx 914- TDA-none 07/ xx/19
OSSEC cl i ent 2.8.3 /usr/ecs/ OPS/ COTS/ ossec?2. 8.3 19-00xx 914- TDA-none 07/ xx/ 19
Post greSQL_cl i ent 9.6.2 / usr/ ecs/ OPS/ COTS/ post gr es 19-00xx 914- TDA-none 07/xx/ 19
Pyt hon 2.7.5 As_required_by_the_ OS 19-00xx 914- TDA-none 07/ xx/ 19
Red_Hat _Ent er pri se_Li nux 7.7(3.10.0-1127.18.2) As_required_by the_OS 20-2092 914- TDA-none 08/ 28/ 20

** xxguap03 ** NSGHW Sentinel Application Server 3

Sof tware Product Nane Ver si on Installation Directory CCR Rel ease Not es Approval
JDK 1.8.0_201-b09(64-bit) /usr/javaljdkl.8.0_201 19- 00xx 914- TDA-none 07/ xx/ 19
Net Wor ker _C i ent 18.2.0.0 /usr/bin 19-00xx 914- TDA-none 07/ xx/ 19
Node. j s 6.12.3 /usr/bin 19- 00xx 914- TDA-none 07/ xx/19
OSSEC client 2.8.3 [ usr/ ecs/ OPS/ COTS/ ossec2. 8. 3 19- 00xx 914- TDA-none 07/ xx/19
Post greSQL_cl i ent 9.6.2 / usr/ ecs/ OPS/ COTS/ post gr es 19-00xx 914- TDA-none 07/ xx/ 19
Pyt hon 2.7.5 As_required_by_the_ OS 19- 00xx 914- TDA-none 07/ xx/ 19
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Red_Hat _Ent er pri se_Li nux 7.7(3.10.0-1127.18.2) As_required_by the CS 20-2092 914- TDA-none 08/ 28/ 20

** xxgudb01 **  NSGHW Senti nel Database Server 1

Sof twar e Product Nane Ver si on Installation Directory CCR Rel ease Not es Approval
JDK 1.8.0_201-b09(64-bit) /usr/javaljdkl.8.0_201 19- 00xx 914- TDA-none 07/ xx/ 19
Net Wor ker _d i ent 18.2.0.0 [usr/bin 19- 00xx 914- TDA-none 07/ xx/19
OSSEC client 2.8.3 [ usr/ ecs/ OPS/ COTS/ ossec2. 8. 3 19- 00xx 914- TDA-none 07/ xx/ 19
Post greSQL_cl i ent 9.6.2 / usr/ ecs/ OPS/ COTS/ post gr es 19-00xx 914- TDA-none 07/ xx/ 19
Post greSQL_server 9.6.2 /usr/ ecs/ OPS/ COTS/ Post greSQL/ 9. 6 19- 00xx 914- TDA-none 07/ xx/19
Pyt hon 2.7.5 As_required_by the_OS 19-00xx 914- TDA-none 07/ xx/ 19
Red_Hat _Ent er pri se_Li nux 7.7(3.10.0-1127.18.2) As_required_by the CS 20-2092 914- TDA-none 08/ 28/ 20

** xxgudb02 **  NSGHW Senti nel Database Server 2

Sof twar e Product Nane Ver si on Installation Directory CCR Rel ease Not es Approval
JDK 1.8.0_201-b09(64-bit) /usr/javaljdkl.8.0_201 19- 00xx 914- TDA-none 07/ xx/ 19
Net Wor ker _C i ent 18.2.0.0 [usr/bin 19- 00xx 914- TDA-none 07/ xx/19
OSSEC client 2.8.3 [ usr/ ecs/ OPS/ COTS/ ossec2. 8. 3 19- 00xx 914- TDA-none 07/ xx/ 19
Post greSQL_cl i ent 9.6.2 / usr/ ecs/ OPS/ COTS/ post gr es 19-00xx 914- TDA-none 07/xx/ 19
Post greSQL_server 9.6.2 /usr/ ecs/ OPS/ COTS/ Post greSQL/ 9. 6 19- 00xx 914- TDA-none 07/ xx/19
Pyt hon 2.7.5 As_required_by the_OS 19-00xx 914- TDA-none 07/ xx/ 19
Red_Hat _Ent erpri se_Li nux 7.7(3.10.0-1127.18.2) As_required_by the CS 20-2092 914- TDA-none 08/ 28/ 20

** o xxgunms01 **  NSGHW Senti nel Managenent Server

Sof twar e Product Nane Ver si on Installation Directory CCR Rel ease Not es Approval
JDK 1.8.0_201-b09(64-bit) /usr/javaljdkl.8.0_201 19- 00xx 914- TDA-none 07/ xx/ 19
Nagi os_NRPE 4.4.3 /usr /1 ocal / nagi os 19-00xx 914- TDA-none 07/ xx/ 19
Net Wor ker _d i ent 18.2.0.0 /usr/bin 19- 00xx 914- TDA-none 07/ xx/ 19
OSSEC cl i ent 2.8.3 /usr/ecs/ OPS/ COTS/ ossec?2. 8.3 19-00xx 914- TDA-none 07/xx/ 19
Post greSQL_cl i ent 9.6.2 [ usr/ ecs/ OPS/ COTS/ post gres 19- 00xx 914- TDA-none 07/ xx/19
Pyt hon-f | ask 0.10.1 As_required_by the_OS 19-00xx 914- TDA-none 07/ xx/ 19
Pyt hon 2.7.5 As required_by the OS 19-00xx 914- TDA-none 07/xx/ 19
Red_Hat _Ent er pri se_Li nux 7.7(3.10.0-1127.18.2) As_required_by the_OS 20-2092 914-TDA-none 08/28/20

Note: This report includes DUE hosts for tracking purposes.
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